NucTpykuus st o0yyaromuxcs mo odoecrnedyeHn0 HHGOpManMOHHOH 0€301aCHOCTH
MPHU UCNIOJIb30BAHUM ceTh «IHTepHeT» N/ pa3MelleHusl B Y4eOHbIX KA0OUHeTaxX, B
KOTOPBIX OCYHIECTBJISIETCS 10CTYN B ceTh «AHTEepHET»

C KaXXIpIM TOJIOM MOJIOJICKH B HHTEPHETE CTAHOBUTHCS OOJBINE, a TKOJIHHUKA OJTHU U3

CaMbIX aKTHUBHBIX MOJb30Barenen Pynera. Mexay Tem, IOMUMO OTPOMHOTO KOJIMYECTBA

BO3MOXXHOCTEH, MHTEPHET HECET M MpoOieMbl. JTa NaMaTKa JOJDKHA MOMOYbL TeoOe

0e30macHO HaXOUTHCS B CETH.

KomnbrorepHbie BUPYChI

KomnproTepHBIii BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOrpamMM, OTIIMYATEIIbHON

0COOEHHOCTBIO KOTOPOM SIBIISIETCS CIIOCOOHOCTD K pa3MHOKEHUI0. B o1onHeHne K 3ToMy,

BUPYChl MOTYT TOBPEIUTHh WM TOJHOCTbIO YHUYTOXUTh Bce (hailibl M JaHHbBIE,

MOJAKOHTPOJIbHBIE TOJB30BATEN0, OT MMEHHM KOTOPOro ObUla 3allylleHa 3apa’keHHas

nporpaMma, a TakKe IMOBPEIUTh WM 1K€ YHUYTOXKUTH OINEPALUOHHYIO CHUCTEMY CO

Bcemu (aiinamMu B 11e0M. B OONBIIMHCTBE Cly4aeB pacHpOCTPAHSIIOTCS BUPYCHI uepes

WHTEPHET.

Memoowt 3auiumul om 8peO0OHOCHBLX NPOZPDAMM.:

1. Vcnionib3yit COBpEMEHHBIEC OIEpPAIMOHHBIC CHUCTEMbI, UMEIONIUE CEPhE3HBI YPOBEHB
3aIUTHI OT BPEJIOHOCHBIX MPOTPAMM;

2. [locTosiHHO ycTaHaBiaMBai mayTH (IMUQPPOBBIE 3aMJIATKU, KOTOPHIE aBTOMATHYECKU
YCTaHABJIMBAIOTCS C IIEJIbI0 JOpPabOTKH MPOTPaMMbI) M JIpyrue OOHOBIICHHUS CBOEH
omneparMoHHON cuctembl. CkaunBail UX TOJIBKO C OPUIIMAIIBHOTO caiiTa pa3paboTyrKa
OC. Ecnu cymiecTByeT peKuM aBTOMAaTUYECKOTO OOHOBIICHUSI, BKJIFOUH €T0;

3. Paboraii Ha cBOeM KOMIMIBIOTEpE MO MpaBaMH MOJIb30BATENS, a HE aIMUHUCTPATOpA.
DTO HE MO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX TPOTrpaMM MHCTAJUIUPOBATHCS HA TBOEM
MEPCOHATBLHOM KOMITBIOTEPE;

4. Vicionb3yit aHTUBUPYCHBIC MPOTPAMMHBIE MPOAYKTHI U3BECTHBIX MPOU3BOJIUTEINICH, C
aBTOMATHYECKUM OOHOBIIEHHEM 0a3;

5. Orpannyub PU3NYECKUIA TOCTYI K KOMIIBIOTEPY ISl TOCTOPOHHUX JIHII,
6. Mcrionp3yil BHENIHUE HOCUTENHN MH(pOpMAIuu, Takue Kak (iernka, TucK win (ain u3

HHTCPHCTA, TOJIBKO U3 ITPOBCPCHHBIX UCTOYHUKOB,



7. He oTkpbIBaii KOMIbIOTEPHBIE (Pailyibl, MOJYYEHHBIE U3 HEHAIEAKHBIX UICTOYHUKOB. Jlaxe
Te (aiiiibl, KOTOpBIE MPUCIAN TBOM 3HAKOMBI. JlyuIe yTouHu y HEero, OTIpaBisy JIU OH
Tebe ux.

Cern WI-FI

Wi-Fi - aT0 He BuJI IIepeiayn TaHHBIX, HE TEXHOJIOTHS, a BCETO JINIL OpeH 1, Mapka. Emne

B 1991 rony nHuaepmanjackas kommaHusi 3apeructpupoBana Openn "WECA", dro

obo3Hauano cnoBocoueranue "Wireless Fidelity", koTopslii mepeBOOUTCS Kak

"GecrpoBoHAS TOYHOCTH".

Jlo Hamero BpeMeHHM JoIUIa Apyras a0OpeBuaTypa, KOTOpas SBJISETCS TaKOW JKe

TexHoyorue. Ito ab6peBuatypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha

CTaHAapT BbIcuIed 3ByKOBOM TexHuku Hi-Fi, yTo B mepeBoje o3HayaeT "BbICOKas

TOYHOCTB .

Jla, OecriaTHBIM MHTEPHET-AOCTYN B Kade, OTENsIX W a’poropTax SBISETCS OTIIMYHOU

BO3MO>KHOCTBIO BBIX0/1a B UHTEpHET. HO MHOTHE SKCTIEPTHI CYUTAIOT, YTO OOIIEIOCTYITHBIS

Wi-Fi cetn He SBiIsI0TCS 0€30TIACHBIMH.

Cogemul no 6ezonacnocmu padomul ¢ 00uedocmynuovix cemax Wi-fi:

1. He nmepenagaii cBoto nuunyto nHopMaruio uepes odmenoctynusie Wi-Fi cetu.
Pabotas B HUX, ’enaTeabHO HE BBOJAUTH MAPOJIH AOCTYIIA, JOTUHBI U KaKUE - TO HOMEPA;
2. Ucnionb3yit 1 OOHOBIISI aHTUBUPYCHBIE TPOTpaMMBbI B OpaHamayep. TeM caMbIM ThI
o0e3onacHilb cedst OT 3aKaYyKy BUpYyCa Ha TBOE YCTPOMCTBO;
3. Ilpu wucnonw3oBanuu Wi-Fi otkmoun ¢yskmuio "OOmmit goctyn k ¢aidnam u
npuntepam". JlanHas QyHKIUS 3aKphITA [0 YMOJTYaHHIO, OJHAKO HEKOTOPbIE
MOJIb30BATENM aKTUBUPYIOT €€ JJIsl y1I00CTBa UCIOJIb30BaHus B pabote wiu yueode; 4. He
ucnoas3yi nyonuunsii WI-FI q1s mepenaun TMUHBIX TaHHBIX, HAPUMED IS BBIXOJA B
COLIMAJIbHBIE CETH WM B 3JIEKTPOHHYIO MOYTY;
5. MHcnonp3yit Tonbko 3amuiieHHoe coeaunenue yepes HTTPS, a ne HTTP, T.e. npu
Habope BeO-anpeca BBoAM UMeHHO "https://";

6. B moOunpHOM Tenedone otkmroun  GyHknwio "[loakmrodeHne K Wi-Fi

apToMarndecku'. He nomyckaid aBTOMaTHYECKOTO MOAKIOYEHNS YCTPOMCTBA K CETAM

Wi-Fi 6e3 TBoEro corjacus.



ConuaJjbHbIe CeTH

CoumasibHbIE CETH aKTUBHO BXOJIAT B HAIITY KU3Hb, MHOTHE JIFOAU PabOTAIOT U )KUBYT TamM
OCTOSIHHO, a B Facebook y»xe 3apeructpupoBaH MUJIHAP/T YETIOBEK, YTO SBIISETCS OJHOM
CEIbMOM BCEX JKHUTEJEH TIUIaHEeThl. MHOruMe MoJIb30BaTEIM HE TIOHUMAKOT, YTO
uH(opMaIus, pa3MelieHHass WMH B COITMAIBHBIX CETSIX, MOXKET OBbITh HaiJeHa u
UCIIOJIb30BaHa KEM YIOJHO, B TOM YHCJIe HE 0053aTeIbHO ¢ OJJaruMU HaMEPEHUSIMH.
OcHoeHble cosemuvl no 6e30nNACHOCMU 6 COUUATBHBIX CEMAX:
1. Orpanudb CIHUCOK Apy3ed. Y TeOs B Jpy3biIX HE JOJDKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIFOICH;
2. 3amuinai CBO YacTHYIO XKM3Hb. He ykaspiBait maponu, TeiaedoHsbl, aapeca, 1aTy
TBOETO POXICHUS M JAPYIYIO JHYHYIO HHOpManuio. 3JI0YMBIIUICHHUKH MOTYT
HCIIOJIB30BaTh Jake HHGOPMAIIUIO O TOM, KaK Thl 1 TBOU POJIUTEIH IJIaHUPYETE MPOBECTH
KaHUKYJIbI;
3. 3amuinai CBOIO peryTaIuio - IEPKU €€ B YUCTOTE U 3aJ1aBail cebe BOMPOC: XOTeN
OBI ThI, UTOOBI APYTHE MOIB30BATEIN BUIEIIH, UTO ThI 3arpy:xaenisb? [lomgymaii, nmpexie uem
YTO-TO ONyOJMKOBATh, HAIMKCATh U 3arPy3UTh;
4, Ecnu Tl rOBOpHILB € JTI0IBMH, KOTOPBIX HE 3HACIIb, HE UCITOJIB3YH CBOE PEATIBHOE
UMsI U JPYTYIO JIMYHYIO UH(POPMAIIUU: UMSI, MECTO KUTEIbCTBA, MECTO YueObl U TIpouee;
5. N36eraii pasmenienus pororpaduii B UuTepHeTe, e Thl H300pakeH Ha MECTHOCTH, 1O
KOTOPOUM MOKHO OMpPEAECTUTh TBOE€ MECTOIOI0KECHHE;
6. [Ipu peructpanuv B COIMAIBHONW CETH HEOOXOJUMO HCIOJB30BaTh CIOXKHBIC
MapoJi, COCTOSAIIME U3 OYKB U IU(P U C KOJIMYECTBOM 3HAKOB HE MEHEe §;
1. JIyist conmanbHOW CeTH, MOYTHl U JIPYTUX CAaWTOB HEOOXOAMMO HCIOJIB30BATh
pasHbie maposu. Torma ecnu TeOs B3JIOMAIOT, TO 3JOYMBIIUICHHUKH TOTY4YaT TOCTYII
TOJBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

JJIeKTPOHHBIE IeHbIH
DNEeKTPOHHBIC JIEHBIU - 3TO OYEHb YJIOOHBIA CIOCOO TMIIaTeXel, OJHAKO CYIIECTBYIOT
MOUIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JE€HBIU.
DJIEKTPOHHBIC JICHBI'M TOSBUJIMCH COBCEM HEIABHO M MMEHHO M3-3a 3TOI'O0 BO MHOTHX

rocyaapcrBax a0 CUX IOp HC MMPOIMCAHO IIPO HUX B 3aKOHAX.



B Poccuu e oHM PYHKIIMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, TJI€ UX Pa3JIEsSIOT
Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HuIa B TOM, YTO aHOHUMHBIE -
ATO T€, B KOTOPBIX pa3peliaeTcs MPOBOAUTH Onepaluy 0e3 uACHTUPUKAIIH TT0JIb30BaTels,
a B HCAHOHUMHBIX UACHTU(PUKALIMS MOJIB30BATENS SABIACTCS 0053aTENBbHOM.

Taxxe crnemyer paznuyarh dJIEKTPOHHBbIE (UATHBIC NEHBI'M (PaBHBI TOCYIAPCTBEHHBIM
BaJIIOTaM) U 3JIEKTPOHHBIE HE(UATHBIC IEHbI'U (HE PABHBI TOCYIAPCTBEHHBIM BaJIOTaM).

OcHogHble coeembl nO 0e30NACHOIL paﬁome C 3JIEKMPOHHbBIMU OeHbcamu:

1. [IpuBsxu K cueTy MOOUIBHBIN TenedoH. DTO camblil yIOOHBIN U OBICTPBIN CIOCOO
BOCCTaHOBUTH JIOCTYII K cueTy. [IpuBsi3anHbii TeneoH OMOXKET, eciu 3a0yaentb CBOH
TJIATEKHBIN MTApOJIb WM 3al/ICIIb HA CAUT C HE3HAKOMOTO YCTPOWCTBA,;
2. Hcnone3yit onHopasoBblie napoiu. [locne nepexosa Ha yCUIEHHYIO aBTOPU3ALIHIO
Tebe y)ke He OyJeT yrpokaTh OMTACHOCTh KPaXKU MIIM TIepexBaTa IJIaTeKHOTO MapoJis;
3. Bri6epu crnoxusbiil maponis. [IpectynmHukam OyeT He MPOCTO YrajaTh CIOMKHBIM
napoib. HamexHsle mapoiau - 3TO Maposid, KOTOpPhIE COAepaT HE MEHEe 8 3HAKOB H
BKJIIOYAIOT B C€0sI CTPOYHBIC U MPONHCHBIE OYKBBI, IU(PPHI U HECKOJIBKO CUMBOJIOB, TAKUE
KaK 3HaK JoJuiapa, (yHTa, BOCKJIMIATENBHBIN 3HaK U T.1. Hampuwmep, $tROng!;; 4. He
BBO/IM CBOM JIMUHBIE JIaHHBIE HA CaiiTaX, KOTOPHIM HE JOBEPSCIIIb.

JJIeKTPOHHAA MOYTA
DJEeKTpOHHAs MOYTa - 3TO TEXHOJIOTHUS U MPEAOCTABISIEMbIE €10 YCIYTH 10 TIEPEChUTKE U
MOJIYYEHUIO 3JIEKTPOHHBIX COOOIIEHN, KOTOPBIE pACIPEAEIISIFOTCS B KOMITBIOTEPHOU CETH.
OOBIYHO  DPJIEKTPOHHBIA  TOYTOBBIM  SAIIUK  BBITVIIAAT  CICAYIOIIUM  00pa3oMm:
UMs_TIOJIb30BaTeA(@uUMs_JoMeHa. Taxke Kpome Iepeladu MpOCTOr0 TEKCTa, UMEETCs
BO3MOXXHOCTH TIepeiaBaTh (Pailiibl.

OcHogHble cosembl N0 0€30NACHOUL paﬂome C 9J1IeKMPOHHOU NOYMOU:

1. Hano BbIOpaTh MpaBUIIbHBIA MOYTOBBIM CEpBUC. B MHTEpHETE €CTh OrPOMHBIIM
BbIOOP OECIUIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO Jy4Ile JOBEPATH TEM, KOIO 3HACUIb U
KTO IIEPBBIA B PEUTUHIE;

2. He yka3piBaii B TM4HOM mouTe TU4HYI0 HHMopmaruio. Hanpumep, myudrie BeIOpaTh
"My3bIKkanbHbIN _panaT@" win "pok2013" BmecTo "Temal3";

3. Hcnonb3yil ABYX3TalHYI0 aBTOPHU3ALMI0. JTO KOI/IAa NOMHMO HAapoJisi HYXKHO

BBOJUTH KOJ, MpUChUIaeMblid M0 SMS;



4, BriOepu crnoxxHbIN maposib. s KaK10ro MoYTOBOIO SIIUKA JOJDKEH ObITh CBOM

HAJIC)KHBIM, yCTOWYMBBIN K B3JIOMY MapOJIb;

S. Ecnu ecTb BO3MOXHOCTH HallMCaTh CAMOMY CBOM JIMUHBIN BOIIPOC, UCIIOIB3YH 3Ty
BO3MOKHOCTB;
6. Hcnonb3ylh HECKOIBKO TOYTOBBIX SAIIMKOB. [IepBbINM IS 4aCTHOM IEPENUCKH C

azgpecaTaMH, KOTOPbIM Thl IOBEpSAEUIb. JTO 3JIEKTPOHHBIN aJIpec HE HAJ0 UCIOJIb30BaTh
IIpU perucTpanuu Ha popymax u canTax;
7. He otkpeiBaii ¢aitibl U Apyrue BIOKEHUS B MUChMaX, JaKe €CIM OHU MPUIILITA OT
TBOUX Jipy3ei. Jlydiie yTouHu y HUX, OTHPABIISUIN JIU OHU TeOe 3TH (pailiibr;
8. [locne oxoH4aHusi paOOTHI Ha TIOYTOBOM CEPBHUCE NEPEN 3aKPHITUEM BKIAIKU C
caiiToM He 3a0y/b HaKaTh Ha "BeriiTn".

KubepOyaiimHr uim BUPTYyaJbHOE U3/1€BaTEJILCTBO
KuGepOyuHr - npecieioBaHie COOOIEHUMH, COIEPKALUMU OCKOPOJIEHHUS, arPECCHUI0,
3allyTUBAHME; XYJIUTAHCTBO; COLHUAIbHOE OOWKOTUPOBAHHE C IOMOILIBIO Pa3INYHBIX
MHTEPHETCEPBUCOB.

Ocnognble coeemvl no DOPbOe ¢ KUOEepOVIIUHZOM:

1. He Gpocaiics B 00ii. Jlyumuii crioco0: mOCOBETOBATHCS KaK c€0sl BECTH U, €CIIU HET TOTO,
K KOMY MO>HO OOpaTUThCS, TO BHayaje yCHOKOUThCA. EciM Thl HayHeUlb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHMS], TO TOJBKO €lIe O0JIbIIE Pa30AIKeIIb KOHPIIHKT;

2. Yrpanisii cBoeil kubeppernyTaruei;

3. AHOHUMHOCTh B ceTh MHHUMas. CyIIeCTBYIOT CIMOCOOBI BBIICHHTH, KTO CTOUT 3a
AHOHMMHBIM aKKayHTOM;

4. He crouT BecTu XyJaUraHCKuUi oOpa3 BUpTyalbHOU ku3HU. VIHTEepHET pukcupyer Bce
TBOU JICHCTBUS U COXpaHSET UX. Y JAIUTh UX OYJET KpaltHe 3aTpyTHUTEILHO;

5. Coburofalt CBOIO BUPTYAJIbHYIO YECTh CMOJIONY;

6. UrHopupyii equHUYHBIA HeraTuB. OHOPA30BbIE OCKOPOUTENHHBIC COOOIICHUS JTyUIIe
urHopupoBatb. OOBIYHO arpeccus MpeKpanaeTcss Ha Ha4aJlbHOM CTa/INu;

7. ban arpeccopa. B mporpamMMax oOMeHa MIHOBEHHBIMH COOOIICHUSMHU, B COLMATBHBIX
CeTSIX €CTh BO3MOXHOCTh OJIOKHPOBKH OTIIPaBKU COOOLICHHH C OIpeIeJICHHBIX a/IpECOB;
8. Ecam Tl cBugerens kubepOymnuHra. TBow AEMCTBUS: BBICTYIUTH IPOTUB

npecicaoBarcid, II0Ka3aTb €MY, 4YTO €TI0 ﬂCﬁCTBHH OLICHUBAKOTCA HCIraTUBHO,



HOJIZICPKATh KEPTBY, KOTOPOU HY)KHA TICHXOJIOTUYECKAst TOMOIIb, COOOIIUTH B3POCIIBIM
0 (hakTe arpecCUBHOTO MOBEICHUS B CETH.

MooOuinbHbIN TesaedoH

CoBpeMeHHbIe cMapT(HOHBI M TUTAHIIIETHI COZIEPKaT B ce0e BIOTHE B3POCIBIA (YHKITHOHA,
U TENepb OHU MOTYT KOHKYPUPOBATh CO CTAlIMOHAPHBIMU KOMITBIOTEPAMH.

OnHako, CpeICTB 3alIUTHI IS TOJOOHBIX YCTPOICTB MOKa OYEHb Majo. TecTupoBaHue u
MOUCK YSA3BUMOCTEN B HMX MPOMCXOJHUT HE TaK MHTEHCHUBHO, Kak mis 1K, To ke camoe
KacaeTcss U MOOWJIbHBIX MPUITOKEHUM.

CoBpeMeHHbIe MOOUITbHBIE Opay3epbl yKe MPAKTUYECKH JIOTHAIM HACTOJIbHBIE aHAJIOTH,
OJIHAKO paciupeHre GyHKIIMOHaIa BICYET 32 COOO0M OOIBIIYIO CI0KHOCTh U MEHBIIYIO
3aIUIIEHHOCTb.

Jlanexko He BCce MPOU3BOIUTEIN BBHIMTYCKAIOT OOHOBJICHUS, 3aKPBHIBAIOIINE KPUTUUECKUE
YSI3BUMOCTH [IJIS1 CBOUX YCTPOWCTB.

OCHOBHBIE COBETHI JIJIs1 O€30MACHOCTH MOOMIIBHOTO TesedoHa:

Huuero He siBnsieTcs no-HacrosiieMy OecruiaTHbIM. Bynb ocTopokeH, Belb Korja tede
npejiararoT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE€ - TO IJIATHBIC
YCIYTH,

Hywmaii, mpexie uem otnpaButh SMS, poto unu Buaeo. Tol TOUHO 3HACTIIB, T/IE OHU OYIyT
B KOHEYHOM HUTOTE?

Heo6xoaumo 0OHOBIIATH OMEPAIMOHHYIO CUCTEMY TBOETO cMapThOHa;

Hcnonb3yil aHTUBUPYCHBIE IPOTPAMMBI JUIsl MOOMJIBHBIX TEIE(POHOB;

He 3arpyxail npuiioeHusi OT HEM3BECTHOTO MCTOYHHKA, BEJb OHM MOTYT COJIEp>KaTh
BpPEJIOHOCHOE MIPOrpaMMHOE 00EeCIIeUeHNE;

[Tocne Toro kak Thl BBIMIEIIL C CaiTa, TJI€ BBOJAWI JMYHYIO WHMOpMAIUIO, 3aii B
HACTPOWKH Opay3epa u yaanu cookies;

[lepuoauyecku mpoBepsivi, Kakve IUIaTHbIE YCIYTd aKTUBHUPOBAaHBI HA TBOEM HOMEpE;
JlaBaii cBOil HOMEp MOOMIIBHOTO TeleOHA TOJBKO JIOASM, KOTOPBIX Thl 3HACHIb U KOMY
JIOBEPSICIIb;

Bluetooth nomxen ObITH BBIKIIFOYEH, KOTJa Thl UM HE MoJb3yelibcs. He 3a0biBail nHOT 12

IIPOBEPSTH 3TO.



Online urpsi
CoBpeMeHHbIE OHJIAMH-UTPBI - O3TO KpPACOYHbIE, 3aXBaTHIBAIOIIME pPA3BICUYCHMUS,
0OBEIUHSIONINE COTHH THICSY YEJIOBEK M0 BceMy Mupy. Mrpoku uccienyor faHHBIA UM
MHp, OOMIAIOTCS APYr C JPYTrOM, BBIMOJHSIOT 3aJaHUs, CPAKAIOTCS C MOHCTpAMH M
MOJTYYarOT OIBIT. 3a YIOBOJBCTBHUE OHU IUIATAT: TOKYMAIOT IUCK, OTJIAYMBAIOT A0OHEMEHT
WJIM IPUOOPETAIOT KaKKUe-TO OIIIUU.
Bce »Tu cpenctBa uAyT Ha MNOAACpKAHUE M PAa3BUTHE WIPHI, a TaKXKE Ha camy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHCTEMbl aBTOPHU3AIIUU, BBIITYCKAIOTCSI HOBBIC MAaTYH
(mdpoBbBIe 3aMIaTKY 711 IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B mogoOHBIX WUrpax CTOUT omacaThCsi HE CTOJBKO CBOMX CONEPHHUKOB, CKOJIBKO KPaXKu
TBOETO MapoJisd, HA KOTOPOM OCHOBAaHA CUCTEMAa aBTOPU3ALMH OOJIBILIMHCTBA UTD.

OcHogHble cosenbl N0 0€30NACHOCHU ME0e20 U2PO0B8020 AKKAVHMA:

1. Ecu npyroit urpok BefeT ceds MI0X0 WM CO3JaeT TeOe HEMPUSITHOCTH, 3a0JI0KUPYM
€r0 B CIIMCKE UTPOKOB;
2. Ioxamy¥icsi aAIMUHUACTPATOPAM UTPHI HA TIOXOE MOBEICHUE 3TOTO HTPOKA, )KEIATEIBHO
MPUJIOKHUTH KaKUe-TO I0KA3aTeIbCTBA B BUAE CKPHUHOB;
. He yka3bIBail muuHyo nHpopMaluio B npodaiisie urpsl;
. YBaxkail Apyrux y4aCTHHUKOB I10 UTPE;
. He ycranapnuBaii HeouimaabHbIe TaTYH U MOJIBI;

. Ucnionp3yii CIIOXKHBIE U pa3HbIE TApOJIH;

~N o o1 b~ W

. [laxxe BO Bpemsi WUIppl HE CTOUT OTKIOUaTh aHTuBHpYyC. [loka ThI urpaemb, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

@OUIIUHT WIH Kpaka JMYHbIX JAHHbIX

OOBIYHO¥ KpaXkel JCHET ¥ IOKYMEHTOB CETOIHS YK€ HUKOTO HE YAMBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTHI 3JI0YMBINIJICHHUKHA TTEPEMECTUINCh B MHTEPHET, U MPOIOKAIOT
3aHUMAThCS "MIOOUMBIM" TeTTOM.

Tak mosBUIACh HOBas yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (UITUHT, TJIABHAS IICNTb
KOTOPOTO COCTOUT B MOJYyYE€HUN KOH(PUACHIIMAIBHBIX JAHHBIX MOJH30BATENCH - IOTUHOB
u maposieir. Ha anrnmiickom s3eike phishing untaercs kak ¢ummuHr (ot fishing - peiOHas
JIOBJIs1, password - TapoJib).

Ocnoenbvle coeemvl no DOpvoOe ¢ PuIUHZOM:




1. Cnenu 3a cBouM akkayHTOM. Eciiv Thl 0/103peBaelliib, YTO TBOSI aHKETa Oblla B3JIOMaHa,
TO HE0OXO0AUMO 3a0JIOKUPOBATH €€ U COOOIIUTH IMUHUCTPATOPAM pecypca 00 3TOM Kak
MO>KHO CKOpEE;

2. Ucnionb3yil Ge3omnacHble BeO-CaliThl, B TOM YUCJE, MHTEPHET-Mara3uHoB U MOMCKOBBIX
CUCTEM;

3. Ucnonp3yit clokHbIE M pa3Hble Mapoiid. TakuMm o0pazoMm, ecinu TeOs B3JIIOMAlOT, TO
37I0YMBIIIUIEHHUKH TTOJIyYaT TOCTYII TOJIBKO K OJJHOMY TBOEMY MPO(UITIO B CETH, a HE KO
BCEM;

4. Eciiu Te0s1 B3OMaju, TO HEOOXOIUMO MPEeAyPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE
n00aBICHBI y TEOS B IPY3bIX, O TOM, YTO T€0s B3JIOMaJIH U, BO3MOKHO, OT TBOETO UMEHHU
OyzAeT pacchuIaThCs CliaM U CCHUIKU Ha (DUITMHTOBBIE CANTHI,

5. YcranoBu HajexHbid apoiib (PIN) Ha MoOMIBHBIN TenedoH;

6. OTkIIrOUM cOXpaHeHUe TapoJisi B Opaysepe;

7. He oTkpbIBaii (haiisibl U Ipyrue BIOKEHUS B MUChbMAaX, JaKe €CJIM OHU MPUIILIA OT TBOUX

npy3eil. Jlydmie yrouHu y HUX, OTIPaBIISUIA JTU OHH T€0e 3TH (ailiibl.

u¢pposast penyrauus

[udposas pemyrarus - 3TO HETaTUBHAS WUJIM MO3UTHBHAS MHPOpPMAIUS B CETH O TeOe.
KomnpomeTupyromiass undopmaius, pasMelieHHass B HHTEPHETE, MOXKET CEepPbe3HbIM
o0pa3oM OTpa3uThCid HAa TBOEW peanbHOM ku3HU. "Lludposas penyrauus" - 3TO TBOU
UMUK, KOTOPBINA opmupyercs u3 uHpopMaiuu o Tebe B UHTEPHETE.
TBOE MECTO JKUTENIbCTBA, yueObl, TBOEC (PUHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH XapaKTepa
U pacckasbl 0 OJM3KHUX - BCE ITO HAKATUTMBAETCS B CETH.
MHorue noapoCcTKy JErKOMBICIEHHO OTHOCSTCS K IMyOJIMKAIMU JTUYHOW MH(OpMauu B
HNuTepHeTe, He NOHMMAas BO3MOXKHBIX MOCIEACTBUM. ThI Ta)e HE CMOXKEIIIb JI0TaIaThCs O
TOM, 4TO hoTorpadus, pa3MeIIeHHas 5 JIeT Ha3a I, cTajla MPUYMHON OTKa3a MPUHATH TEOs
Ha padoTy.
KommenTtapuu, pazmenienue TBoux ¢otorpaduit U 1pyrue AHCTBUS MOTYT HE HCUE3HYTh
JlakKe TI0CIIe TOTO, KaK Thl UX yIaluIlb. Thl HE 3HaCIb, KTO COXPAHWI 3Ty HH(OpMAIIUIO,
1onasa Ju OHa B MOUCKOBBIE CUCTEMbI M COXPAaHUJIACh JIU OHA, a TJIABHOE: YTO MOyMaIOT

0 Te0e OKpy:Karouue JI0A1, KOTOpble HAWAYT U YBUASAT 3T0. HaliTu uH(popMaluo MHOTO



JIET CIYCTS CMOKET JII0OOW - Kak M3 J0OpBIX MOOYXKIEHUH, TaK U C HaMEpEeHUEM
OPUYUHUTH Bpel. ITO MOXKET OBITh KTO YTOAHO.

OcHogHble cosembvl o Jauiume uud)poeoﬁ penymauuu.

1. [Togymaii, mpexae yeM 4To-TO MyOIMKOBATh U NepenaBaTh y ce0s B OJ0re Uiu B
COILIMAJILHOM CETH;
2. B nacTpoiikax npo¢uisi ycTaHOBH OTpaHUYEHUS] HA TPOCMOTP TBOETO MPOoduiIs U
€ro COJEP>KMUMOTO, cieial ero ToiabKo "mis npyseu";
3. He pa3memaili u He ykaspiBail uHGMOpPMAIUIO, KOTOpas MOXET KOTo-audo
OCKOPOJISITH UM OOMKATh.

ABTOpCKOE NIPaBo
CoBpeMeHHbIE IKOJIbHUKH - AKTUBHBIE MOJIb30BaTENN IUPPOBOTro mpocTpaHcTBa. OIHAKO
JAJIEKO HE BCE 3HAIOT, YTO MOJb30BaHME MHOTMMH BO3MOKHOCTSMHU LH(PPOBOrOo Mupa
TpeOyeT coOII0IeHNUs PaB Ha MHTEJUIEKTYaIbHYI0 COOCTBEHHOCTb.
TepmuH '"WHTEIEKTyaJdbHasi COOCTBEHHOCTb' OTHOCHUTCA K pa3JIMYHBIM TBOPEHUSIM
YeJIOBEYECKOro yMa, HayuHas C HOBBIX HM300pETEHMH M 3HAKOB, O0O3HAYAIOIIUX
COOCTBEHHOCTb Ha MPOAYKTHl M YCIYyTH, M 3aKaHuYMBas KHHUramu, Qororpadusamu,
KHHO(PHIbBMaMH U MY3bIKaJIbHBIMU TPOU3BEICHUSMH.
ABTOpCKHE IpaBa - 3TO IpaBa HAa MHTEJUIEKTYalbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS
HayKH, JINTEPATypbl U UCKYCCTBA. ABTOPCKHE NpaBa BBICTYNAIOT B KAYECTBE I'APaHTUU
TOT0, YTO MHTEJUIEKTYaJIbHBIN/TBOPUYECKUI TPY/ aBTOpa HE OyJIeT HallpacHbIM, JacT eMy
CIpaBeIUBbIE BO3MOXKHOCTH 3apaldoTaTh Ha pe3yJibTaTax CBOEr0 TPyHAa, MOIYYUTh
M3BECTHOCTb U Mpu3HaHue. HuKkto 6e3 paspenieHus aBTopa He MOKET BOCIIPOU3BOAUTH €TI0
MPOU3BEJEHUE,  PACHPOCTPAHATh,  MYOJIMYHO  JEMOHCTPUPOBATh,  IPOJABATH,
UMIIOPTUPOBATh, MYCKaTh B MPOKAT, MyOJWYHO HCIOIHATH, MOKA3bIBATH/UCIIOIHATh B
s¢upe wiu pasmeiiars B UHTepHere.
Hcnonp3oBanne "mupaTcKkoro’ mporpaMMHOTO 00ECIIeUeHHUsT MOKET IPUBECTH K MHOTHM
pHUCKaM: OT MOTEPU JAHHBIX K TBOMM aKKayHTam J0 OJIOKHPOBKH TBOETO YCTPOMCTBA, IIe
yCTaHOBJICHa HeleranbHas nporpamma. He cTouT Takke 3a0bIBaTh, UYTO CYLIECTBYIOT

JIETajabHBIEC U OeCIIJIaTHBIE IIporpaMmal, KOTOPBEIC MOKHO HaWTH B CCTH.



g B~ W N

A W N

O nopraJne
CereBu4oK.p) - TBOM TJIAaBHBI COBETYMK B CETH. 37€Ch Thl MOXEUIb Y3HATh O
0€e30MacHOCTH B CETH TMOHSATHBIM M JOCTYIHBIM SI3bIKOM, a TpPU BO3HUKHOBEHUU
KPUTHYECKON CUTYaIH OOPATUTHCS 32 COBETOM. A TaK)Ke MPUHATH YIaCTHE B KOHKypCax

U CTaTh CaMbIM LIU(PPOBHIM IpaXKJaHUHOM!

NHCTPYKIUA JJISA ObBYUHAIOIIIUXCA Ob

WH®OPMAIIMOHHOM BE3OINACHOCTH
HEJIb35

. BceM nogpsi coob1math CBOIO 4acTHYIO nHGopManuo (HacTosue ums, paMuiuio, TenedoH,
azpec, HOMep LIKOJbI, a Takxke (GoTorpapuu CBOU, CBOEH CEMBH U JIpy3€il);
. OTKpBIBaTh BIIOKEHHBIE (hailiIbl AIIEKTPOHHOM MOYTHI, KOTJa HE 3HAaEUIb OTIPABUTEIIS;

. 'pyOuTs, npuauparbesi, OKa3bIBaTh JABICHHUE - BECTH ce0s HEBEXKIIMBO U arpECCUBHO;

. He pacnopsixaiics neHpramu TBO€l ceMbU 0€3 pa3pelleHMs] CTaplliuX - BCEr/ia CIpalluBai
pOaUTEIEH;
. He BcTpewalica ¢ MIHTepHET-3HAKOMBIMHA B PEAJIbHOM KW3HU - IOCOBETYWCS CO B3POCIIBIM,
KOTOPOMY JTOBEPSEIIb.

OCTOPOXHO

. He Bce mumyT npaBay. Yurtaenis o cebe HenpaBay B MHTepHETE - co00IM 00 3TOM CBOUM
POIIUTEIISIM UK OTIEKyHAM;
. I[Ipurnamaror nepenuchiBaThCsl, UTPaTh, 0OMECHUBATHLCS - POBEPb, HET JIM IMOBOXA,;

. HezaxonHnoe xonupoBanue (aitioB B UHTEepHETE - BOPOBCTBO;

. Bcerma pacckasbiBait B3pociibIM 0 MpoOIeMax B CETH - OHU BCET/Ia IOMOTYT;

. Ucnionb3yil HaCTpoiikK 6€30MacHOCTH U MPUBATHOCTHU, YTOOBI HE MOTEPSTH CBOM aKKayHTHI B
COIICETSX U APYTUX MMOpTaJIaX.
MOKHO

. YBaxkal Apyrux MoJIb30BaTEIECH;
. [Tonp3yenibest THTEpHET-UCTOYHUKOM - JI€JIall CCBUIKY Ha HETO;
. OTKpBIBail TOJBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

. O0maThcst 32 MOMOIIBIO B3POCIBIM - POJUTEINH, OTIEKYHBI U aIMUHUCTpAIMs CAalTOB BCET1a
MOMOT'YT;

. [Ipoiinu obydyenue Ha caiite "CeTeBUYOK" U TOJIy4H MACTIOPT MUGPPOBOTO rpakIaHrHA!

MopnucaHo uudposon

neprXMHa noanucbio: MetpyxvHa Anb6uHa

WropeBHa
AJ'I b6 NHa I/I FOPEBHa [ata: 2023.10.25 13:05:47 +03'00'
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